
Not account holder

Granting Permission - Account specific tariff information
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Requests service 
from the RTI User

Redirects the 
account holder to 

CCS

C
C

S

Account 
holder 

wishes to 
continue

Presents the account
holder with the 

information relating 
to the Permission

Accepts or 
declines to give 

Permission

CCS Permission 
record created 

and stored

RTI User 
Permission 

information stored
Tariff ID received

Data used for 
service provision

Service received

Logs into CCS 
account

Sends PAR including 
the Permission 

Authorisation Details 
to CCS

Yes

Message sent to RTI User
that the consumer has 

not given permission for 
data sharing and 

consumer redirected 
back to RTI User

Returns the unique 
reference for the 

request (request_uri) to 
enable redirection

Account

Account holder 
redirected back to RTI 
User and authorisation

code shared

MFA completed if
required

No

Check if account 
holder has a CCS 

account

Check to confirm that 
account holder 

verification is completed
for the supplier in the 

permission 
authorisation details

Account holder 
verification

No
Permission 

authorisation 
details validation

Asks account 
holder to confirm 

if they wish to 
give Permission 

Accepts

Access token and 
data request shared
with supplier

Exchanges the 
authorisation code
for a refresh token 
and access token

Refresh token and
access token 

provided to RTI 
User

Access token 
received

Access token 
valid

Tariff ID shared 
with RTI User

Invalid access 
token response 
sent to RTI User

No

Yes
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Records account 
holder verification 
for the properties 
and associated 

MPxNs

Supplier outputs 
stored against 
CCS account

Checks Permission 
authorisation 

details to identify 
supplier

No account

Checks account 
holder verification 

is complete

Not account holder

Account holder 
verification

Account holder

Declines

Validates the 
access token

Provides email 
address

Validates email 
using a OTP

Permission 
includes ongoing 
tariff notifications

No

Yes

Supplier adds the 
grant ID to the RTI 

User's SSF stream for 
ongoing event 
notifications

Yes

Selects property 
for consent if 

multiple returned 
from supplier

Account creation
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Account holder verification
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Account holder 
redirected to the 

supplier in the 
Permission 

authorisation details

Prompts account 
holder to login to their 

online account

Logs into supplier 
account

Validates the account 
holder

Notification sent to CCS 
that the person could not 

be validated as the 
account holder and person
is redirected back to CCS

Notification sent to the RTI 
User that account holder 
verification was 

unsuccessful and the 
person is redirected back 

to the RTI User

Not account holder

Account holder 
redirected back to CCS 
and authorisation code 

shared with CCS

Account holder

Supplier ID token 
provided to CSS

Uses authorisation code 
to request the supplier ID

token



Account creation
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Optional: Sets up 
passkey

Sets password

Confirmation of 
account creation email 
sent to account holder

Uses email provided by 
account holder



Ongoing tariff event notifications
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Tariff event occurs
Sends a notification to the

RTI User there's been an 
event on the SSF stream

Receives event message
Uses refresh token to 
request access token

Checks Permission is in 
place

Provides RTI User an 
access token

Permission

Shares access token and 
TI event details request 

with supplier

Validates access token Access token valid
TI event information 
shared with RTI User

Message sent to RTI 
User that access token

was not valid

No

Yes

Error response sent to RTI 
user that Permission has 

been revoked

No permission
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Notifies RTI User they 
want to revoke 

Permission

C
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Explains to account 
holder the affect on 
the service if 

Permission is revoked

Permission recorded 
updated

Notification of 
revocation shared with 

CCS with revocation 
reason

RTI User Permission 
information updated

No

RTI User identifies a 
reason to stop data 
sharing and revokes 

Permission

Notifies the supplier 
Permission has been 

revoked

Optional: account 
holder provides 

revocation reason

ATP provides 
revocation reason

Yes

Account holder 
revokes Permission

Revoking Permission - RTI User

Confirms with RTI User
Permission has been 

revoked

S
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p
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Supplier Permission 
information updated

Permission included 
ongoing event 
notifications

Supplier removes RTI 
User from receiving 

event notifications for 
that grant ID



Revoking Permission - CCS
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Visits the CCS central 
portal

C
C

S

RTI User Permission 
information updated 

Notification of 
revocation sent to RTI 

User

Permission record 
updated

Logs into CCS account
Navigates to 

Permission they wish 
to revoke

Explains to account 
holder the affect on the
service if Permission is 

revoked

Account holder 
revokes Permission

Optional: account 
holder provides 

revocation reason

Yes

No

S
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Notifies the supplier 
Permission has been 

revoked

Supplier Permission 
information updated

Permission included 
ongoing notifications

Supplier removes RTI 
User from receiving 

event notifications for 
that grant ID


